SCAMS PREVENTION GUIDE

INFORMATION AND SAFETY TIPS

.

442-339-2197

to report a crime

Why do scams happen?

Financial Gain: Scammers seek to steal money or valuable assets quickly and
with minimal effort.

Exploitation of Trust: Scammers prey on people’'s trust, goodwill, or fears, making
them more susceptible to deception.

Lack of Awareness: Many victims fall for scams due to unfamiliarity with
fraudulent tactics.

Technology Access: The internet and digital platforms provide an anonymous
space for scammers to reach a vast audience globally.

Vulnerable Targets: Scammers often target vulnerable individuals, such as the
elderly, through tailored scams.

Common types of scams:

Phishing: Fraudulent emails or messages that appear to be from legitimate
organizations, tricking recipients into sharing sensitive information.
Impersonation Scams: Scammers pose as trusted figures (government officials,
family members, tech support) to manipulate victims.

Investment Scams: Fraudulent investment opportunities promising high returns
with little risk.

Lottery/Prize Scams: Victims are told they have won a prize but must pay fees to
claim it.

Online Shopping Scams: Fake websites sell non-existent or low-quality products.



Specific Scam Prevention Tips

Computer Scams (While Surfing the Web)
e Restart your computer if persistent pop-ups appear; your system may be
compromised.
e Avoid clicking links in suspicious emails or pop-ups.
e Never share your screen with anyone.
e Do not download attachments from untrusted sources.

Suspicious Messages

e Ignore unsolicited texts/emails about purchases or deliveries you didn’t make.
e Don't click on links or call numbers in these messages. Verify directly with the
company.
e Watch for:
-International phone numbers or strange email addresses.
-Misspellings or unusual formatting in emails.
e Tip: Learn to recognize phishing attempts.

Phone Scams
e Never share personal info with callers claiming to be from your bank. Hang up
and call your bank directly.
e The same rule applies to calls from the IRS, utility companies, insurance, or law
enforcement.
e Remember:
-Your bank will never ask you to withdraw cash for pickup.
-Consider using a mobile banking app or visiting the bank in person.

Pressure Tactics
e Scammers use fear and urgency to manipulate victims. Stay calm and verify
independently.
e Common Examples:
-A "family member” needs bail money.
-Urgent medical bills for a "relative’ not covered by insurance.
-“Compromised account” requiring cash withdrawal.
-“Owed IRS money" with threats of jail time.
e Reminder: Government agencies will never demand immediate payments or
threaten you over the phone.



Scam Variations to Watch Out
For

Courier Scams

Never hand over cash or valuables to couriers claiming to represent a company
or agency. Legitimate organizations don’'t operate this way.
Report suspicious activity immediately.

Romance Scams

Ignore friend requests from strangers online.
Scammers build trust and then ask for money.
Caution: New online “friends” you've never met in person won't ask for money.

Health Fraud

Be skeptical of new medical technologies or treatments that require upfront
deposits.
Scammers may target personal health concerns to gain trust.

Extra Prevention Tips

Do not scan unfamiliar QR codes or barcodes.

Keep personal information and gift card codes private.

Company employees should have visible badges, logos, and scheduled
appointments.

Enroll in autopay to avoid payment scams.

Trust your instincts — if something feels wrong, stop and verify.

Online marketplaces: Be cautious with online transfers on sites like Facebook
Marketplace or OfferUp.

Be cautious of online ads on social mediag, especially those promoting items
that seem too good to be true.

Check your accounts regularly for unauthorized activity.

What to do if you’'ve been scammed:

Call your bank immediately to file a claim. (Police cannot recover lost funds.)
File a police report.
Monitor your credit through services like Experian or LifeLock.

Use available resources to recover from identity theft or financial fraud.

Useful Resources

Resources - Internet Crime Complaint Center (IC3)
https://www.idtheftcenter.org
https://www.aarp.org/money/scams-fraud/helpline
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https://www.ic3.gov/Outreach/Resources
https://www.ic3.gov/Egress/https/www.idtheftcenter.org/443/C01719FCCE3412ED902924EDF19BBEFB27B5DA64F4648E9E79F15FDC72195061
https://www.ic3.gov/Egress/https/www.aarp.org/443/money%E2%81%84scams-fraud%E2%81%84helpline/A3783EF98954D388112B8CE1D2192F5DD8D6B40B16696B17CE63B04717CFD990
https://www.sandiegocounty.gov/content/sdc/hhsa/programs/ais/COVID-19-Community-Resources/Scam-Prevention.html

